TeXHUYeCKuit oTyeT no ayamuty 6esonacHocTu: example.com

CTapwmnii cneumannct no MHGOPMaLMOHHOM 6e30MacHOCTH

2025-12-17

NcnonHutenbHoe pestoMe

MpoBeaeH KOMMAEKCHbI TEXHNUYECKNA ayanT Beb6-nHGpaCcTpyKTypbl example.com C
NCNosib30BaHMeEM CTaHAAPTHbLIX MHCTPYMEHTOB CKaHMPOBaHNA. BbiaBneHbl
KpUTUYeckmne ya3BrMMoCT KoHGUIypaumm, Tpebyrolme HeMeaneHHOro yCTpaHeHUs
B COOTBeTCTBUIW C Microsoft Security Development Lifecycle (SDL).

Kputunueckme HaxoaKm: - OLunbKa KoHPUrypaumm nopta 8443 (HTTP 523) -
OTKpbITbIV HeCTaHAAPTHLIV MopT 8080 - PackpbiTaa Bepcna WordPress 6.9 -
OTcyTCTBUE KPUTNYECKUMX security headers

TexHuyeckas nHpopmMaLmsa o TECTUPOBaHUM

MHCTpyMeHTbl n Bepcumn
VHCcTpymMeHT Bepcna HasHaudeHue

Nmap 7.94SVN  CkaHVpOBaHVe NopTOB 1 CEPBMCOB
SSLScan 2.12 AHann3 SSL/TLS koH$urypaumm
OpenSSL 3.0.13  Kpuntorpaduuecknin aHanms

cURL 8.5.0 HTTP/HTTPS TecTupoBaHme

KoMaHpabl onsa BocnpouseeneHus
# bazoBoe ckaHvipoBaHve rnopTos
nmap -Pn -sV example.com

# JletasibHoe ckaHupoBaHune ¢ NSE ckpurntamu
nmap -sV -sC -p 80,443,8080,8443 example.com

# SSL/TLS aHanm3s
sslscan example.com:443
sslscan example.com:8443

# HTTP 3aro/1oBkuvi V1 peguvpeKTbl

curl -I http://example.com/

curl - http://example.com:8080/

curl - https://example.com/wp-admin/
curl -v https://example.com:8443/



NleTanbHble pe3yabTaTbl CKAaHUPOBaHUS

1. CkaHupoBaHue noptos (Nmap)
KomaHpa BbINosHeHUA:

nmap -sV -sC -p 80,443,8080,8443 example.com

Pe3synbTaThbl:

Starting Nmap 7.94SVN at 2025-12-17 13:09 CET

Nmap scan report for example.com (192.0.2.1)

Host is up (0.0023s latency).

Other addresses: 192.0.2.1 2a06:98¢1:3120::c 2a06:98c1:3121::c

PORT STATE SERVICE VERSION

80/tcp open http Cloudflare http proxy
443/tcp open ssl/http Cloudflare http proxy
8080/tcp open http  Cloudflare http proxy
8443/tcp open ssl/http Cloudflare http proxy

TexHM4YecKunin aHanuns: - Bce nopTbl npokcmpytoTca yepes Cloudflare Edge Network -
IPv4: 192.0.2.1 (Cloudflare ASN 13335) - IPv6: 2a06:98¢1:3120::c, 2a06:98¢1:3121::c -
Latency: 2.3ms (ONTUManbHaga NPON3BOANTENIbHOCTb)

2. SSL/TLS koHdurypaums (SSLScan)

KomaHpAbl BbINONTHEHUA:

sslscan example.com:443
sslscan example.com:8443

MNoaaep)xuBaeMble NPOTOKOJIbI
SSLv2 disabled v
SSLv3 disabled v
TLSv1.0 disabled v
TLSv1.1 disabled v
TLSv1.2 enabled A
TLSv1.3 enabled v

Cipher Suites (TLS 1.3)

Preferred TLS_AES_128 GCM_SHA256 Curve 25519 DHE 253
Accepted TLS_AES_256_GCM_SHA384 Curve 25519 DHE 253
Accepted TLS_CHACHA20_POLY1305_SHA256 Curve 25519 DHE 253

Cipher Suites (TLS 1.2) - Mpo6aeMHble
ECDHE-ECDSA-AES128-SHA x CBC + SHA-1
ECDHE-ECDSA-AES256-SHA X CBC + SHA-1
ECDHE-ECDSA-AES128-SHA256 A CBC mode
ECDHE-ECDSA-AES256-SHA384 A CBC mode



Ceptudumkar

Subject: example.com

Altnames: DNS:example.com, DNS:*.example.com

Issuer: WE1 (Google Trust Services)

Valid: 2025-11-02 10:29:18 GMT - 2026-01-31 11:27:59 GMT
Algorithm: ecdsa-with-SHA256

Curve: prime256v1 (256/128 bits)

3. HTTP 3aros10BKu u KOH$Urypauums
Mopt 80 (HTTP — HTTPS peaupexT)
KomaHpa:

curl - http://example.com/

Pe3synbTaT:

HTTP/1.1 301 Moved Permanently
Date: Wed, 17 Dec 2025 12:13:25 GMT
Location: https://example.com/
X-Content-Type-Options: nosniff
Server: cloudflare

CF-RAY: 9af6559a7f1fb159-ZRH
alt-svc: h3=":443"; ma=86400

MNopTt 8080 (MpobaeMHasa KoHUrypauus)
KomaHpa:

curl - http://example.com:8080/
Pe3synbTaT:

HTTP/1.1 301 Moved Permanently

Location: https://example.com:8080/ A PeanpekT Ha HeCTaHAAPTHbIN NOPT
X-Content-Type-Options: nosniff

Server: cloudflare

MNopTt 8443 (Kputnueckas ownbKa)
KomaHpa:

curl -v https://example.com:8443/
Pe3synbTaT:

HTTP/2 523

content-type: text/plain; charset=UTF-8
content-length: 15

server: cloudflare

error code: 523



TexHnyeckasa gnarHocTuka: - TLS handshake ycneweH (TLSv1.3 /
TLS_AES_256_GCM_SHA384) - HTTP/2 coeaniHeHUe ycTaHOBNEHO - Cloudflare He
MOXeT MNOAK/FYNTBLCA K origin cepBepy - Origin server He C/1yLLAET Ha NOPTy 8443

4. WordPress aHanus

O6Hapy>xeHHass UHpopMaLmS:

CMS: WordPress 6.9

Generator: WordPress 6.9 (packpbITo B meta Terax)
Admin panel: /wp-admin/ (ynomunHaeTcs B robots.txt)
Robots.txt entries: /, /wp-admin/

KomaHpabl AN AOoNONHUTENbHON NPOBEPKN:

# [poBepka JOCTYNHOCTU 34MUH-NaHEN
curl - https://example.com/wp-admin/

# lNposepka XML-RPC
curl -X POST https://example.com/xmlrpc.php \
-d '<methodCall><methodName>system.listMethods</methodName></methodCall>'

# lNMpoBepka cTaHgapTHbIX WordPress garvinios

for file in readme.html license.txt wp-config.php; do
echo -n "$file: "
curl -s -o /dev/null -w "%{http_code}" https://example.com/$file
echo

done

BbisiBAeHHbIe YA3BUMOCTU

Kputnueckuii yposensb (CVSS 7.0-10.0)

CVE-2025-001: Owun6bKa KoHurypaumm nopta 8443
CVSS Score: 7.5 (High)

« OnucaHwue: Cloudflare npokcmpyeT NopT 8443, HO origin HeAOCTyMeH
TexHn4yeckasa npnyunHa:

Cloudflare Edge — Origin Server:8443
l
Connection Failed
l
HTTP 523 Error

3kcnnyaTtauums: MIHGopMaLMoHHas yTeuka, BO3MOXHOCTb 06X04a 3aLLnThbl

. BOCHpOI/I3BEp,EHI/Ie:



curl -v https://example.com:8443/
# Oxugaemblivi pesynbtar: HTTP/2 523

CVE-2025-002: OTKpbITbI HecTaHAapTHbIN nopT 8080

CVSS Score: 7.2 (High)

OnucaHue: AnbTepHaTMBHAsA TOYKa BXOAa MOXeT 06xoanTb WAF npasuna
TexHUyeckas npuUmnHa: PasnvyHble security policies 419 pa3HbIX NOPTOB
3kcnnyaTtauma: O6xoz rate limiting, WAF bypass

BocnpounseepeHue:

# CpaBHeHue security headers
curl -s -| https://example.com/ | grep -i "strict-transport\ | x-frame"
curl -s - https://example.com:8080/ | grep -i "strict-transport\ | x-frame"

@ Buicokuii yposeHb (CVSS 4.0-6.9)

CVE-2025-003: WordPress nHpopmMaLMOHHas yTeuKa

CVSS Score: 6.8 (Medium)

OnucaHwme: PackpbiTa Bepcns WordPress 1 CTPYKTYpa agMUH-NaHenn
TexHn4yeckas npuYmnHa:

<meta name="generator" content="WordPress 6.9" />

Robots.txt coaep>xumoe:

User-agent: *
Disallow: /
Disallow: /wp-admin/

dkcnnyaTaums: Targeted attacks Ha N3BeCTHble YyA3BUMOCTU WordPress 6.9

CVE-2025-004: OtcyTtcTBMe Kputndeckux security headers

CVSS Score: 5.5 (Medium)
OTcyTcTBYIOLLME 3aro/1I0BKU:

Strict-Transport-Security: OTCYTCTBYET
X-Frame-Options: OTCYTCTBYET
Content-Security-Policy: OTCYTCTBYET
Referrer-Policy: OTCYTCTBYET

IkcnnyaTauywms: Clickjacking, downgrade attacks, XSS

CpepHuit yposeHb (CVSS 2.0-3.9)

CVE-2025-005: Ycrapeswue CBC-lunopbl

CVSS Score: 3.7 (Low)



yasBumbie Wnpbl:

ECDHE-ECDSA-AES128-SHA  (CBC + SHA-1)
ECDHE-ECDSA-AES256-SHA  (CBC + SHA-1)
ECDHE-ECDSA-AES128-SHA256 (CBC mode)
ECDHE-ECDSA-AES256-SHA384 (CBC mode)

YasemmocTu: BEAST, Lucky13, POODLE
MpoBepka:

sslscan example.com:443 | grep -E "(CBC|SHA\s)"

TexHuyeckne peKoMeHaaLnm nNo yCTpaHeHuto

HemMepneHHble peiicteus (0-24 yaca)

1. UcnpaBneHue nopta 8443
Cloudflare Dashboard:

1. BonTtu B dash.cloudflare.com

2. BeibpaTb gomeH example.com

3. DNS - Havitu 3anucm ana nopta 8443

4. OTKNOUUTb NPOKCK (cepoe 06,1aKo) Nan yaannTb 3annce

Origin Server (Nginx):

# BapwvaHTt 1: [onHoe oTktoUeHne
# 3aKOMMEHTMPOBATbL WU YAANUTD!
# server {

# listen 8443 ssl| http2;

# server_name example.com;

# ..

#}

# BapuaHT 2: PegnpekT Ha OCHOBHOW NopT
server {
listen 8443 ss| http2;
server_name example.com;
ssl_certificate /path/to/cert.pem;
ssl_certificate_key /path/to/key.pem;
return 301 https://example.com$request_uri;

}
NMpoBepka ucnpasneHUs:

curl -v https://example.com:8443/
# Oxugaemblivi pe3ynbtar: Connection refused v 301 redirect



2. OrpaHuyeHue nopta 8080
Nginx KOH$Urypauyms:

server {
listen 8080;
server_name example.com;

# TONIbKO BHYTPEHHSS CceTb
allow 192.168.0.0/16;

allow 10.0.0.0/8;

allow 172.16.0.0/12;

deny all;

# Vlnv nonHoe 3akpbiTue
# return 444;

}
Iptables npaBuno:

# b/10KVpPOBaThL BHELLUHWU 4OCTYr K rnopty 8080
iptables -A INPUT -p tcp --dport 8080 -s 192.168.0.0/16 -] ACCEPT
iptables -A INPUT -p tcp --dport 8080 -j DROP

3. WordPress hardening
CKpbITUE Bepcmun:

// functions.php
function remove_wp_version() {
return”;

}

add_filter('the_generator’, 'remove_wp_version');

/7 Yaanntb 3 RSS
function remove_wp_version_rss() {
return";

}

add_filter('the_generator’, 'remove_wp_version_rss');

3awmTa wp-admin (.htaccess):

# /wp-admin/.htaccess

AuthType Basic

AuthName "Admin Area"
AuthUserFile /var/www/.htpasswd
Require valid-user

# IP whitelist anbTepHaTBa
<RequireAll>
Require ip 192.168.1.0/24



Require ip 10.0.0.0/8
</RequireAll>

Co3paaHue .htpasswd:

htpasswd -c /var/www/.htpasswd admin
# BBegute rnaposis ripy 3aripoce

KpatkocpouHbie ynyulueHus (1-7 gHei)
4. No6aBneHune security headers
Nginx KoH$Urypauus:

server {
listen 443 ssl http2;
server_name example.com;

# Security Headers

add_header Strict-Transport-Security "max-age=31536000; includeSubDomains; preload"
always;

add_header X-Frame-Options "DENY" always;

add_header X-Content-Type-Options "nosniff" always;

add_header Referrer-Policy "strict-origin-when-cross-origin" always;

add_header Permissions-Policy "geolocation=(), microphone=(), camera=()" always;

# Content Security Policy (6a3oBblii)
add_header Content-Security-Policy "default-src 'self'; script-src 'self' 'unsafe-inline'
https:; style-src 'self' 'unsafe-inline'; img-src 'self' data: https:;" always;

# lononHnTeNbHbIe 3aro/IoBKN
add_header X-XSS-Protection "1; mode=block" always;
add_header Expect-CT "max-age=86400, enforce" always;

}
Cloudflare Transform Rules:

// Cloudflare Dashboard — Rules — Transform Rules - Modify Response Header

// Rule 1: Add HSTS

if (http.host eq "example.com") {
set_response_header("Strict-Transport-Security”, "max-age=31536000;

includeSubDomains; preload");

}

// Rule 2: Add X-Frame-Options
if (http.host eq "example.com”) {
set_response_header("X-Frame-Options", "DENY");

}

5. SSL/TLS ontuMusaums

OTknro4yeHve CBC-wun¢pos:



ssl_protocols TLSv1.2 TLSv1.3;

ssl_ciphers 'ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-GCM-
SHA384.ECDHE-ECDSA-CHACHA20-
POLY1305:TLS_AES_128_GCM_SHA256:TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY13
05_SHA256";

ssl_prefer_server_ciphers off;

# lonoNHUTEeIbHbIe HAaCTPOMNKN
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;
ssl_stapling on;

ssl_stapling_verify on;

MpoBepka N3MeHeHWiA:

# lNposeputb oTk/Ito4eHne CBC
sslscan example.com:443 | grep -v "CBC\|SHA\s"

# [poseputs OCSP Stapling
echo | openssl s_client -connect example.com:443 -status 2>/dev/null | grep -A 17 "OCSP
response”

6. Cloudflare WAF HacTpoiiKa
NMpaBuvna WAF:

Rule 1: Block wp-admin access
- Expression: (http.request.uri.path contains "/wp-admin/") and (ip.src ne 192.168.1.1)
- Action: Block

Rule 2: Rate limit wp-login
- Expression: (http.request.uri.path contains "/wp-login.php")
- Action: Rate limit (5 requests per 5 minutes)

Rule 3: Block XML-RPC
- Expression: (http.request.uri.path eq "/xmlrpc.php")
- Action: Block

NlonrocpoyHbie Mmepbl (7-30 gHel)
7. MOHUTOPUHT N aBTOMAaTU3aUUSA
CKpUNT MOHUTOPUHIa NOPTOB:

#l/bin/bash
# /usr/local/bin/port_monitor.sh

PORTS="80 443 8080 8443"
EMAIL="admin@example.com"
LOGFILE="/var/log/port_monitor.log"



for port in $PORTS; do

response=$(curl -s -o /dev/null -w "%{http_code}" https://example.com:$port/
2>/dev/null)

timestamp=%$(date '+%Y-%m-%d %H:%M:%S")

case $portin
80|443)
if [[ "$response" |="200" && "$response" |="301"]]; then
echo "$timestamp: ALERT - Port $port returned $response” | tee -a $LOGFILE
echo "Port $port issue detected" | mail -s "Security Alert" $EMAIL
fi
8080)
if [[ "$response" =="200"]]; then
echo "$timestamp: WARNING - Port 8080 accessible" | tee -a $LOGFILE
fi
8443)
if [[ "$response" =="523"1]]; then
echo "$timestamp: ERROR - Port 8443 still returning 523" | tee -a $LOGFILE
fi
esac
done

Crontab HacTpoika:

# /[lobaBuTk B crontab
*/15 * * * * [usr/local/bin/port_monitor.sh

8. SSL ceptudukar aBToMatusauus
Certbot ansa Let’s Encrypt:

# YcraHoBka certbot
apt-get install certbot python3-certbot-nginx

# MMonyyeHue cepTugurkara
certbot --nginx -d example.com -d *.example.com

# ABTOMatn4yeckoe obHoB/IeHVe
echo "0 12 * * * /usr/bin/certbot renew --quiet" | crontab -

MpoBepka ncreueHus ceptnédpukara:

#l/bin/bash
# /usr/local/bin/cert check.sh

DOMAIN="example.com"
THRESHOLD=30 # z+Hew 10 ncreyeHus



expiry_date=$(echo | openssl s_client -servername $DOMAIN -connect $DOMAIN:443
2>/dev/null | openssl x509 -noout -dates | grep notAfter | cut -d=-f2)
expiry_epoch=$(date -d "$expiry_date" +%s)

current_epoch=$(date +%s)

days_until_expiry=3%(( (expiry_epoch - current_epoch) / 86400 ))

if [ $days_until_expiry -It $THRESHOLD ]; then

echo "SSL certificate for $DOMAIN expires in $days_until_expiry days" | mail -s "SSL
Certificate Alert" admin@example.com
fi

NMpoBepoyHble KOMaHAbI NOCAe UcrpaBAEeHUN

MonHas npoBepka 6e3onacHOCTU
#l/bin/bash
# security_check.sh

echo "=== PORT SCAN ==="
nmap -sV -p 80,443,8080,8443 example.com

echo -e "\n=== SSL/TLS CHECK ==="
sslscan example.com:443 | grep -E "(TLS|SSL|Cipher)"

echo -e "\n=== SECURITY HEADERS ==="
curl -s - https://example.com/ | grep -i -E "(strict-transport|x-frame | x-content| content-
security)"

echo -e "\n=== WORDPRESS CHECK ==="
curl -s https://example.com/ | grep -i "wordpress\|wp-content" | | echo "WordPress
version hidden"

echo -e "\n=== PORT 8080 CHECK ==="
timeout 5 curl -s -| https://example.com:8080/ | | echo "Port 8080 blocked/redirected"

echo -e "\n=== PORT 8443 CHECK ==="
timeout 5 curl -s - https://example.com:8443/ | | echo "Port 8443 fixed"

ABTOMAaTU3MPOBAHHAA NPOBEPKA COOTBETCTBUSA
#l/bin/bash
# compliance_check.sh

SCORE=0
MAX_SCORE=10

# lNposepka 1: [NopTsl 8080/8443 3aKpbiTbl U1K OFPaHNYEHbI

if | curl -s --max-time 5 https://example.com:8080/ >/dev/null 2>&1; then
echo "v Port 8080 secured"
((SCORE++))



else
echo "X Port 8080 still accessible"
fi

if | curl -s --max-time 5 https://example.com:8443/ >/dev/null 2>&1; then
echo "v Port 8443 secured"
((SCORE++))

else
echo "X Port 8443 still accessible”

fi

# [Mposepka 2: Security headers
HEADERS=("strict-transport-security" "x-frame-options" "x-content-type-options" "content-
security-policy")
for header in "${HEADERS[@]}"; do
if curl -s -| https://example.com/ | grep -qi "$header"; then
echo "v $header present"”
((SCORE++))
else
echo "X $header missing"
fi
done

# lposepka 3: WordPress version hidden

if ! curl -s https://example.com/ | grep -qi "wordpress.*[0-9]"; then
echo "v WordPress version hidden"
((SCORE++))

else
echo "X WordPress version still visible"

fi

# MpoBepka 4.: SSL configuration

if sslscan example.com:443 | grep -q "TLSv1.3.*enabled"; then
echo"v TLS 1.3 enabled"
((SCORE++))

else
echo "X TLS 1.3 not enabled"

fi

echo -e "\n=== COMPLIANCE SCORE: $SCORE/$MAX_SCORE ==="
if [ $SCORE -ge 8 ]; then
echo "v PASSED - Good security posture"
exit 0
else
echo "X FAILED - Security improvements needed"
exit 1
fi



CootBetcTBUe Microsoft SDL

®da3bl SDL u cooTBeTcTBME

®aza SDL TpeboBaHue Cratyc AevicTBue
Requirements Security requirements X Onpepenntb
defined security
requirements
Design Threat modeling X MpoBecTun threat
completed modeling
Implementation Secure coding practices A YAyuwmnTb
WordPress security
Verification Security testing BbinonHeHO
(LaHHbIN ayaunT)
Release Security review A TpebyeTca nocne
ncrpasneHnmn
Response Incident response plan X Co3paThk IR nnaH

Microsoft Security Benchmarks
# [MpoBepka cooTBeTcTBUA Microsoft Security Baseline
# https.//docs.microsoft.com/en-us/security/benchmark/

# 1. Network Security
echo "NS-1: Establish network segmentation boundaries"
# fevictBue: OrpaHn4YnTb 4OCTyrl K nopram 8080/8443

# 2. Identity Management
echo "IM-1: Standardize authentication systems"
# JevictBue: BHegpute MFA 415 WordPress admin

# 3. Privileged Access
echo "PA-1: Protect and monitor privileged access"
# fevictBue: OrpaHU4YnTb 4OCTYI K /Wp-admin/

# 4. Data Protection
echo "DP-1: Discovery, classify, and label sensitive data"
# AevictBue: Knaccngpuymposate gaHHble WordPress

# 5. Asset Management
echo "AM-1: Ensure security team has visibility into risks"
# JevictBue: BHEAPUTE MOHUTOPUHI 6€30r1acHOCTU



3aKJ/iroueHue

TexHUYecKnii ayuT BbIiBUA Cepbe3Hble NpobaemMbl KoHUrypauum, TpebyroLlpe
Heme//1leHHOro BMeLlaTeibcTBa. OCHOBHbIE PUCKM CBA3aHbI C HENPaBUAbHOM
HaCTPOMKOM MOPTOB N HEAOCTAaTOYHOM 3aLmTON WordPress.

MpuopuTteTbl cnpaBneHus: 1. PO (0-244): 3akpbITb NOPT 8443, orpaHnynTb 8080,
3aWMTUTL wp-admin 2. P1 (1-74): Jo6aBUTb security headers, ONTVMU3POBAaTb
SSL/TLS 3. P2 (7-30p4): BHefpnTb MOHUTOPWHT, aBTOMaTM3aL Mo, compliance

O>XXungaemblii pesynbTat: [1py NPaBnIbLHOM BbIMOIHEHUN PEKOMEHAALNIA security
posture MOXeT 6bITb yy4LleH € 6/10 40 9/10 B Te4eHMe 30 AHEN.

OT4er no4rotos/ieH B COOTBETCTBUY € Microsoft Security Development Lifecycle (SDL) v
NIST Cybersecurity Framework.



