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/sl :dale functions.php
add_filter('rest_endpoints', function($endpoints) {
if (isset($endpoints['/wp/v2/users'])) {
unset($endpoints['/wp/v2/users']);

}

return $endpoints;
D
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Aaula) WY gy b AIKaY
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1. sl gl Lulsu (CSP)
</-- J dlsl <head> -->
<meta http-equiv="Content-Security-Policy"
content="default-src 'self’;
script-src 'self' 'unsafe-inline' https://cdnjs.cloudflare.com;
style-src 'self' 'unsafe-inline' https://fonts.googleapis.com;">

2. el a4 JdSi (SRI)
<l- <= L RS o ) sall aand
<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.6.0/jquery.min.js"
integrity="sha384-
VtXRMe3mGCbOeY7130alg8H9p3GdeSe4IFIP6G8]Ma707IXvnz3GFKzPxzJdPfGK"
crossorigin="anonymous"></script>
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¢ Gle il g HSTS, Gl Ol o) Cais

.+ leaa :klad man-in-the-middle, < steall g SUaiud
R EVRLLIP
Apache (.htaccess):

<|IfModule mod_headers.c>
# LulY! Gla¥) g5
Header always set X-Content-Type-Options "nosniff"
Header always set X-Frame-Options "DENY"
Header always set X-XSS-Protection "1; mode=block"
Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

# aad il gleo ¢ 6]

Header always unset Server

Header always unset X-Powered-By
</IfModule>

# pdlsl) w57 Julaas
ServerTokens Prod
ServerSignature Off

Nginx:

server {
# O Gassy
add_header X-Content-Type-Options "nosniff" always;
add_header X-Frame-Options "DENY" always;
add_header X-XSS-Protection "1; mode=block" always;
add_header Strict-Transport-Security "max-age=31536000; includeSubDomains" always;

# J\M}Z\ ;13;!
server_tokens off;
more_clear_headers Server;

}
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# CusSirsyslog ol Claay
echo "local0.* /var/log/security.log" >> /etc/rsyslog.conf
systemctl restart rsyslog

2. (Sl clila 48 5a

#l/bin/bash

# security_monitor.sh - cus<ill & _wii L s

inotifywait -m /etc/apache2/ /etc/nginx/ -e modify,create,delete \
--format '%w%f %e %T' --timefmt '%Y-%m-%d %H:%M:%S' \
>> /var/log/config_changes.log

3. wassl (e AEhD Gt

#l/usr/bin/env python3

# header_check.py - o¥! 53 (= 83
import requests

import sys

def check_security_headers(url):
required_headers = {
'X-Content-Type-Options': 'nosniff’,
'X-Frame-Options': ['DENY', 'SAMEORIGIN'],
'Strict-Transport-Security': 'max-age=',
'Content-Security-Policy': 'default-src’

try:
response = requests.get(url, timeout=10)
headers = response.headers

print(f"d cessl o=sd {url}:")
for header, expected in required_headers.items():
if header in headers:
print(f" {header}: {headers[header]}")
else:
print(f"x {header}: ("5

except Exception as e:
print(f'lss: {e}")
if _name__ ==" main_":
if len(sys.argv) = 2:



print("sx3.3): python3 header_check.py <url>")
sys.exit(1)

check_security_headers(sys.argv[1])
).I'J.L:\“ C'_I‘jdi
1. 0 3N Ja Ol cdilias

# .pre-commit-config.yaml|
repos:
- repo: https://github.com/PyCQA/bandit
rev: 1.7.4
hooks:
- id: bandit
args: ['-r', "]

- repo: https://github.com/Yelp/detect-secrets
rev: v1.4.0
hooks:
- id: detect-secrets
args: ['--baseline’, ".secrets.baseline’]

2. Al 5 SRI skl

// sri-generator.js - s SRI ik
const crypto = require('crypto’);
const fs = require('fs'),

const https = require('https');

function generateSRI(url) {
return new Promise((resolve, reject) => {
https.get(url, (response) => {
let data =";
response.on(‘'data’, chunk => data += chunk);
response.on(‘end’, () => {
const hash = crypto.createHash('sha384").update(data).digest('base64’);
resolve( sha384-${hash}");
3,
}.on(‘error’, reject);
3,
}

/e il Laloe 6 alasiny)
async function updateSRI() {
const externalResources = [
'https://cdnjs.cloudflare.com/ajax/libs/jquery/3.6.0/jquery.min.js',
'https://fonts.googleapis.com/css2?family=Roboto:wght@300;400;700'
¥



for (const url of externalResources) {
try {
const sri = await generateSRI(url);
console.log(" ${url}: integrity="${sri}"");
} catch (error) {
console.error(’ . Wa ${url}:", error.message);
}
}
}

updateSRI();

JaSiCl/CD
i sSiGitLab CI:

# .gitlab-ci.yml - 4 oY Cl/CD
stages:

- security-check

- build

- test

- deploy

security_headers_check:
stage: security-check
script:
- python3 scripts/header_check.py $CI_ENVIRONMENT_URL
only:
- main
- develop

dependency_check:
stage: security-check
script:
- npm audit --audit-level moderate
- composer audit
allow _failure: false

sri_validation:
stage: security-check
script:
- node scripts/sri-generator.js
- git diff --exit-code # o/ (e Giaill SR/ L
only:
- main

e sSS GitHub Actions:

# .github/workflows/security.yml
name: o) cila said



on:
push:
branches: [ main, develop ]
pull_request:
branches: [ main]

jobs:
security-scan:
runs-on: ubuntu-latest

steps:
- uses: actions/checkout@v3

- name: ol (g3, pand
run: |
python3 scripts/header_check.py https://staging.example.com

- name: Sbedll (éx
run: |
npm audit --audit-level moderate

- name: o=~ SAST
uses: github/super-linter@v4
env:
DEFAULT_BRANCH: main
GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}
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1. lashea) pen
# bl Glily san Cay S
#l/bin/bash
INCIDENT_ID=$%$(date +%Y%m%d_%H%M%S)
INCIDENT_DIR="/var/log/incidents/$INCIDENT_ID"

mkdir -p $INCIDENT_DIR

# Ol gaa
cp /var/log/apache2/access.log $INCIDENT_DIR/
cp /var/log/apache2/error.log $INCIDENT_DIR/
cp /var/log/security.log $INCIDENT_DIR/

# slaill Lla

ps aux > $INCIDENT_DIR/processes.txt
netstat -tulpn > $INCIDENT_DIR/network.txt
df -h > $INCIDENT_DIR/disk_usage.txt

# 5 i Y & sl
find /var/www -type f-mtime -1 > $INCIDENT_DIR/recent_changes.txt

echo " Sulad bl sea 5 $INCIDENT_DIR"
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1. B4l @dxl
#l/bin/bash
# monthly _security_audit.sh

echo "z ul: $(date)"

# Cbsdlay (periivad yasd sUAO
echo "whadla; ¢ sexinddl sudo:”
grep -Po ""sudo.+:\K.*$' /etc/group

# 4a gidall Jliall and
echo "":4s saall Jalull
nmap -sT -O localhost

# AL 330 i Y glaa and
echo " Jedl 13 AL Jaal Juans &Y glaa
grep "Failed password" /var/log/auth.log | wc -

echo "oy SOl aaa
du -sh /var/log/security.log

2. Gl cllee 38y
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#l/bin/bash

# basic_monitoring.sh - duluy) L s
WEBSITE="https://example.com”
LOG_FILE="/var/log/monitoring.log"

# 5l pand
if curl -s --head $WEBSITE | head -n 1 | grep -g "200 OK"; then
echo "$(date): $WEBSITE - " >> $LOG_FILE
else
echo "$(date): $WEBSITE - 7t 2" >> $LOG_FILE
# 4wii Jlu
echo "zls je &8l | mail -s "adsell 5 aae 4" admin@company.com
fi

# oYl ugs ) pand

HEADERS=$(curl -s -| $WEBSITE)

if echo "$HEADERS" | grep -q "X-Content-Type-Options"; then
echo "$(date): 4abic - oYl Lus3)" >> $LOG_FILE

else
echo "$(date): sas8e - (LY 555" >> $LOG_FILE

fi

2. gt o A8 e

#l/bin/bash

# log_monitor.sh - o suiall LU 4] s
SECURITY_LOG="/var/log/security.log"
ALERT_EMAIL="security@company.com"

# 4 guie Llail e Cundll
SUSPICIOUS_PATTERNS=(
"union.*select"
"<script"
"\.\./"
"eval\("
"base64_decode"



)

for pattern in "${SUSPICIOUS_PATTERNS[@]}"; do
if grep -i "$pattern” $SECURITY_LOG | tail -100 | grep -q "$(date +%Y-%m-%d)"; then
echo "o suie Llis L) & $pattern” |\
mail -s " suie Ll " $ALERT_EMAIL
fi
done

é)&]) daxiiall 438 4l DevOps)
1. 32 sSSPrometheus + Grafana

# prometheus.yml
global:
scrape_interval: 15s

scrape_configs:
- job_name: 'security-metrics'
static_configs:
- targets: ['localhost:9090']
metrics_path: /metrics
scrape_interval: 30s

- job_name: 'web-security’'
static_configs:
- targets: ['example.com:443']
metrics_path: /security-check
scheme: https

2. uaaidl (LY Laylia

#l/usr/bin/env python3

# security_metrics.py - 4 4aass unlis Prometheus

from prometheus_client import start_http_server, Counter, Gauge
import time

import requests

import re

# epliad

failed_logins = Counter('failed_logins_total’, ("4l Jsaall dasud <Y glae lea)
security_headers = Gauge('security_headers_present’, '0Yl L5525 5, [(header)
response_time = Gauge('security_check_response_time', '('0ley) sasd dlsiu) ci

def check_security_headers(url):
””””””Juy/ 5 u‘-"ﬂ
try:
response = requests.get(url, timeout=10)
headers = response.headers



# dagall (g5l Lani

security_headers.labels(header="x-content-type-options’).set(
1 if 'X-Content-Type-Options' in headers else 0

)

security_headers.labels(header="x-frame-options').set(
1 if 'X-Frame-Options' in headers else 0

)

security_headers.labels(header='strict-transport-security').set(
1 if 'Strict-Transport-Security' in headers else 0

)

return response.elapsed.total_seconds()
except Exception as e:

print(f'o=sd & s {e}")

return 0

def count_failed_logins():
LN il Jaai Y glae ae
try:
with open('/var/log/auth.log’, 'r') as f:
content = f.read()
failed_count = len(re.findall(r'Failed password', content))
failed_logins._value._value = failed_count
except Exception as e:
print(f'<dlau se) i Uaa: {e}")
if _name__ =="_main_"
# R HTTP enliall
start_http_server(8000)

while True:
# Ll 60 JS aplial) Enoas
response_time_val = check_security_headers(‘https://example.com’)
response_time.set(response_time_val)

count_failed_logins()

time.sleep(60)
W g Cila glaall il o
Gal 38l Ao gady) )
sl oyl o g

#l/usr/bin/env python3

# weekly_security_report.py
import datetime

import json

from collections import defaultdict



def generate_weekly_report():
””””””JLA}{J“;C}._MB/./ ‘):’)ﬂ/ _‘.:ljjj

# i dill 3_sis
end_date = datetime.datetime.now()
start_date = end_date - datetime.timedelta(days=7)

report = {
'‘period": f"{start_date.strftime('%Y-%m-%d")} - {end_date.strftime('%Y-%m-%d")}",
'summary": {},
'incidents": [],
'metrics': {3,
'recommendations': []

}

# ol cOlaws s
security_events = analyze_security_logs(start_date, end_date)
report['summary']['security_events'] = len(security_events)

headers_status = check_headers_compliance()
report['metrics']['headers_compliance'] = headers_status

# olon i
if security_events:
report['recommendations'].append("("Jusil sy - Al sl il

if not headers_status['all_present']:
report['recommendations'].append("("a sSe G s paes Cul

return report

def analyze_security_logs(start_date, end_date):

g 1] le¥) s Jula
events =[]
try:

with open('/var/log/security.log', 'r') as f:

for linein f:
if 'SECURITY" in line:
events.append(line.strip())

except FileNotFoundError:

pass

return events

def check_headers_compliance():



IIIIIHIIIHJLA y/ L)*jj‘) JE}JA/ o .

import requests

try:
response = requests.get('https://example.com’, timeout=10)
headers = response.headers

required_headers = [
'X-Content-Type-Options',
'X-Frame-Options',
'Strict-Transport-Security',
'Content-Security-Policy'

]
present = [h for h in required_headers if h in headers]

return {
'total_required": len(required_headers),
'‘present’: len(present),
‘missing": [h for h in required_headers if h not in present],
‘all_present": len(present) == len(required_headers)

}

except Exception as e:
return {'error': str(e)}

if _name__==' main_"
report = generate_weekly_report()

# il La
filename = f"security_report_{datetime.datetime.now().strftime('%Y%m%d")}.json"
with open(filename, 'w', encoding='utf-8") as f:

json.dump(report, f, indent=2, ensure_ascii=False)

print(f" . 5l B 2 {filename}”)

# (s L)) (s AT 5 ll e )
# send_report_email(report)
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## Ol w3 zal » Frontend
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## Ol 3 =l DevOps
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1. &) & jlaal

#l/usr/bin/env python3

# skill_assessment.py - Go¥! & lgs asis
import json

import datetime

class SecuritySkillAssessment:
def _init_ (self):
self.questions = {
'backend": [
{
'question’: s gl 48k Juadl 8 LSQL,'s
'options'; ['alaaaul’ ‘el 148 Prepared Statements', ' ['Ga o gaen' ' Jsasll 0
‘correct”: 1,
'‘points': 10

'question’: !,'$ s el Gl o3 A jlae Juadl yiiad U (4 sl
‘'options': ['MD5', 'SHA1', 'bcrypt’, 'Base64'],
‘correct': 2,
'points": 15
}
1
'frontend": [
{
'question': "o« u=_4) s L Content Security Policy,'s
'options'; ['c_'m' bl padn XSS ',[‘:;)S\'ﬂ\ 5l ,'¢\ﬁ\ I
‘correct': 1,
'‘points": 10



‘question’: 'alaaiul sy e SRIL'S

'options': ['a«' 'k & J&ll 2 ) sal o' '3 ) 54l gen e JavaSCript [\ s ',
‘correct”: 1,

'‘points': 15

]
}

def conduct_assessment(self, team_type, employee_id):
Illlllllllllq-g‘%-uﬁ:gé: ¢/ﬁ/
if team_type not in self.questions:
return {'error’; '{{m>= e B i

questions = self.questions[team_type]
score=0
total_points = sum(qg['points'] for q in questions)

# (paiivea) dgal 5 (o Slin o i Gubill 4) lla ] 38las
answers = [1, 2] # 4w i olls)

for i, question in enumerate(questions):
if i <len(answers) and answersJ[i] == question['correct']:
score += question['points']

percentage = (score / total_points) * 100

result ={
‘employee_id": employee_id,
'team_type'": team_type,
'score': score,
'total_points": total_points,
'‘percentage’: percentage,
'date": datetime.datetime.now().isoformat(),
'status'’: 'pass' if percentage >= 70 else 'fail'

return result

def generate_certificate(self, assessment_result):
s Ul ik gall 3olgd Al 53
if assessment_result['status'] == 'pass".
certificate = {
‘certificate_id": f"SEC-{assessment_result['employee_id']}-
{datetime.datetime.now().strftime('%Y%m%d")}",

'‘employee_id": assessment_result['employee_id"],
'skill_area'": f" ol {assessment_result['team_type']}",
'score'; assessment_result['percentage’],
'issue_date': assessment_result['date'],



'valid_until": (datetime.datetime.now() + datetime.timedelta(days=365)).isoformat()

}

return certificate
return None

# Ll afaii/
if _name__=="'_main__"
assessor = SecuritySkillAssessment()

# <k se andi backend
result = assessor.conduct_assessment('backend', 'EMP001")
print(f"~usl 4s5 {result}")

# gead 13) solgad Al o
certificate = assessor.generate_certificate(result)
if certificate:

print(f'saledd o) 2 {certificate}")

2. e skl e

#H# QWY B el skl ¢ le
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#H## Aagiad) cilalgdl

- CompTIA Security+

- CISSP (Certified Information Systems Security Professional)
- CEH (Certified Ethical Hacker)

- CISM (Certified Information Security Manager)
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