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security_scanner:

tool: "OWASP ZAP 2.17.0"
engine: "Checkmarx Security Platform"
scan_date: "2025-12-30T19:00:53Z"
target: "https://example.com”
coverage:

endpoints: 290

scan_depth: "comprehensive"


https://example.com

contexts: "all_included"

scan_configuration:
risk_levels: ["high", "medium"”, "low", "informational"]
confidence_levels: ["user_confirmed", "high", "medium", "low"]
excluded_levels: ["false_positive"]

passive_rules:
enabled: true
custom_rules: []

active_rules:
enabled: true
injection_tests: true
XSS_tests: true
authentication_tests: true

< A 55 4d o

Dbl (s fe 22l Al Al A8 450

zo~ 1 34% 1: e

@ 3 103% 1 ihuge2: e

Lo 5ia 4 13.8% 1:0midia, 1 shausie,2 ;e
i paddia 21 72.4% 3 :Unidia, 18 1l s

g sandl 29 100% -

53 gall 5 o)V Lyl

sl o1 Jilas

{

"response_metrics": {
"slow_responses": "100%",
"http_2xx": "43%",
"http_3xx": "37%",
"http_4xx": "19%",
"http_5xx": "1%"

b

"scan_quality": {
"zap_errors": 1,
"zap_warnings": 268,
"coverage_completeness": "95%",
"false_positive_rate": "< 5%"
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external_services:
fonts:

- service: "Google Fonts API"
endpoint: "fonts.googleapis.com
security_status: "> Y SRI"
risk_level: ""hu sia

avatars:
- service: "Gravatar"
endpoint: "secure.gravatar.com"
security_status: "HTTPS "k
risk_level: " =éaia

cdn_resources:

- service: "Cloudflare CDN"
endpoints: ["cdnjs.cloudflare.com"]
security_status: "> Y SRI"
risk_level: " Jle

protocol_support:
http_versions: ["HTTP/1.1", "HTTP/2", "HTTP/3"]
tls_versions: ["TLS 1.2", "TLS 1.3"]
cipher_suites: "au) Cuas A+)"

¥ gy Jilas
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# 53 s8dal) da all sy
Strict-Transport-Security: x Uss 584/ s
Content-Security-Policy: X 22
X-Frame-Options: X 2«
X-Content-Type-Options: X s
Referrer-Policy: x 28
Permissions-Policy: X 2

#5355 5a) (g3

Server: LiteSpeed A (e slaas ¢ Lad)
X-Powered-By: x (43 ) caa) 252 5«
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vulnerability_details:
cwe_id: "CWE-359"
wasc_id: "WASC-13"
cvss_v3_vector: "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N"
cvss_score: 9.1
confidence: " J=

attack_vector:
complexity: " =i
privileges_required: ""e &Y
user_interaction: ""s &Y
scope: " e

impact:
confidentiality: "' Je
integrity: ""
availability:

Y

st
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# () pseded oL
curl -X GET "https://example.com/wp-json/wp/v2/users" \
-H "Accept: application/json" \
-H "User-Agent: Security-Scanner/1.0"

# Al podine Cliby Ao (5 sind LlainY
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// WordPress functions.php - .58 7=l
add_filter('rest_endpoints', function($endpoints) {
if (isset($endpoints['/wp/v2/users'])) {
unset($endpoints['/wp/v2/users']);
}
if (isset($endpoints['/wp/v2/users/(?P<id>[\d]+)'])) {
unset($endpoints['/wp/v2/users/(?P<id>[\d]+)']);
}

return $endpoints;
D

// dliall disliaalls J g ol 2+ Lol
add_filter('rest_user_query', function($prepared_args, $request) {
if (lis_user_logged_in()) {
return new WP_Error('rest_user_cannot_view',
P Cmeainal)l Al ey Al 2 gense p ol e



array('status' =>401)),
}
return $prepared_args;
310, 2);

@ 3 )bl Llle ¢l ya0)

1. <L Subresource Integrity (SRI)
CWE-345 | WASC-15 | 5 :c¥lal
s ohall ya pall 3 gall Jpead

<I-- <-- bl o jeall ) dididl)

<link

href="https://fonts.googleapis.com/css2?family=Roboto:wght@300;400;700&display=swap"
rel="stylesheet">

<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.6.0/jquery.min.js"></script>

<script src="https://unpkg.com/some-library@1.0.0/dist/library.js"></script>

&s oY) 3l SRI:

<I-- g s34 24l SR -->
<link
href="https://fonts.googleapis.com/css2?family=Roboto:wght@300;400;700&display=swap"
rel="stylesheet"
integrity="sha384-
BFAD6CLCknfkpYFOidFRIaoh581QJC4LTRxb4aHDwWkN2D6AhzC4j6w2Q0+Cc7Gg"
crossorigin="anonymous">

<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.6.0/jquery.min.js"
integrity="sha384-

VtXRMe3mGCbOeY7130alg8H9p3GdeSe4lFIP6G8]Ma707IXvnz3GFKzPxz)dPfGK"
crossorigin="anonymous"></script>

<script src="https://unpkg.com/some-library@1.0.0/dist/library.js"
integrity="sha384-[calculated-hash]"
crossorigin="anonymous"></script>

155y S SRI

#l/usr/bin/env python3
alasisYl: python3 sri_generator.py <url>

mrirn

import hashlib
import base64
import requests
import sys



from urllib.parse import urlparse

def generate_sri_hash(url, algorithm="'sha384'):
"l g5 SR e Ll ]
try:
response = requests.get(url, timeout=30)
response.raise_for_status()

content = response.content
hash_obj = hashlib.new(algorithm)
hash_obj.update(content)

hash_digest = hash_obj.digest()
sri_hash = base64.b64encode(hash_digest).decode('ascii’)

return f"{algorithm}-{sri_hash}"

except requests.RequestException as e:
print(f'—ls & s {url}: {e}")
return None

def process_html_file(file_path):
”””\_ZLL‘) ‘.{.AJLLA HTML “{E'L‘é/j SR/ ”””‘I’..i.AJ'BJ/ J‘)/}A-L[
from bs4 import BeautifulSoup

with open(file_path, 'r', encoding="utf-8'") as f:
soup = BeautifulSoup(f.read(), 'html.parser’)

# <ladle dallzs Script
for script in soup.find_all('script’, src=True):
src = script['src']
if src.startswith(('http://', 'https://")) and 'integrity’ not in script.attrs:
sri_hash = generate_sri_hash(src)
if sri_hash:
script['integrity'] = sri_hash
script['crossorigin'l = 'anonymous'
print(f'4ilsl &5 SR < Sl {src}”)

# ldle dall=a [ink (CSS)
for link in soup.find_all('link’, href=True, rel='stylesheet’):
href = link['href']
if href.startswith(('http://', 'https://')) and 'integrity' not in link.attrs:
sri_hash = generate_sri_hash(href)
if sri_hash:
link['integrity'] = sri_hash
link['crossorigin'] = 'anonymous'
print(f'ailsl & SR| Lyl 43 )5k {href}")



# LS HTML Gnsd
with open('{file_path}.sri", 'w', encoding='utf-8') as f:
f.write(str(soup))

print(f" sl Sosal cald) Las 2 {file_path}.sri”)
if _name__ ==" main_":
if len(sys.argv) = 2:
print("s23.Y): python3 sri_generator.py <url_or_file>")
sys.exit(1)

target = sys.argv[1]

if target.startswith((‘http://', 'https://")):
# 2l SR sl Lyl J
sri_hash = generate_sri_hash(target)
if sri_hash:
print(f"cis SRI 1 {target}:")
print(f'integrity="{sri_hash}")
else:
# <ilo dadlea HTML
process_html_file(target)

2. <& Content Security Policy (CSP)

CWE-693 | WASC-15 | 5 :<¥sl

1 et il ) 5l CSP:

Lid il pucag:] As el

Content-Security-Policy-Report-Only: default-src 'self'; report-uri /csp-violations
nsles¥1 SL63Y1 2 Al pal

Content-Security-Policy: default-src 'self’;
script-src 'self' 'unsafe-inline’;
style-src 'self' 'unsafe-inline’;
img-src 'self' data: https:;

C.AJ.AJLAJ’ MLLMJ’:)’ ‘UA)AJ’NonceS

Content-Security-Policy: default-src 'self’;
script-src 'self' 'nonce-{RANDOM_NONCE}';
style-src 'self' 'nonce-{RANDOM_NONCE}';
img-src 'self' data: https:;
font-src 'self' https://fonts.gstatic.com;
connect-src 'self';
frame-ancestors 'none’;
base-uri 'self";
form-action 'self';
upgrade-insecure-requests;



345 CSP :dilid ) cibiaiall
Apache (.htaccess):

# 2iii CSP J Apache
<|IfModule mod_headers.c>

# Ladd _y il 1] dls sl

# Header always set Content-Security-Policy-Report-Only "default-src 'self; report-uri
/csp-report”

# ol E5Y) 12 A el

Header always set Content-Security-Policy "default-src 'self'; script-src 'self' 'unsafe-inline'
https://cdnjs.cloudflare.com https://fonts.googleapis.com; style-src 'self' 'unsafe-inline'
https://fonts.googleapis.com; img-src 'self' data: https: https://secure.gravatar.com; font-src
'self' https://fonts.gstatic.com; connect-src 'self'; frame-ancestors 'none’; base-uri 'self’;
form-action 'self"
</IfModule>

Nginx:

# 245 CSP J Nginx
server {

# omla) AaY) 22 A )

add_header Content-Security-Policy "default-src 'self'; script-src 'self' 'unsafe-inline'
https://cdnjs.cloudflare.com https://fonts.googleapis.com; style-src 'self' 'unsafe-inline'
https://fonts.googleapis.com; img-src 'self' data: https: https://secure.gravatar.com; font-src
'self' https://fonts.gstatic.com; connect-src 'self'; frame-ancestors 'none'; base-uri 'self’;
form-action 'self"" always;

# DSl 8 Al A CSP
location /csp-report {
access_log /var/log/nginx/csp-violations.log;
return 204;
}
}

4ilsl 1siiWordPress:

<?php

/7(-*
* 1455 WordPress CSP
* dilsYl aul: Security Headers Pro
*/

class SecurityHeadersCSP {
private $nonce;

public function __construct() {
add_action('init', [$this, 'generate_nonce']);
add_action('wp_head', [$this, 'add_csp_header], 1);
add_action('script_loader_tag', [$this, 'add_nonce_to_scripts'], 10, 2);



add_action('style_loader_tag', [$this, 'add_nonce_to_styles'], 10, 2);
}

public function generate_nonce() {
$this->nonce = base64_encode(random_bytes(16));

}

public function add_csp_header() {

$csp_policy = sprintf(
"default-src 'self’; " .
"script-src 'self' 'nonce-%s' https://cdnjs.cloudflare.com; " .
"style-src 'self' 'nonce-%s' https://fonts.googleapis.com; " .
"img-src 'self' data: https: https://secure.gravatar.com; " .
"font-src 'self' https://fonts.gstatic.com; " .
"connect-src 'self’; " .
"frame-ancestors 'none'; ".
"base-uri 'self'; " .
"form-action 'self",
$this->nonce,
$this->nonce

);

header("Content-Security-Policy: " . $csp_policy);
}

public function add_nonce_to_scripts($tag, $handle) {
return str_replace('<script ', '<script nonce="". $this->nonce . "' ', $tag);

}

public function add_nonce_to_styles($tag, $handle) {
return str_replace('<link ', '<link nonce="". $this->nonce . "', $tag);
}
}

new SecurityHeadersCSP();
>
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access_control_failures:
pii_exposure:



severity: "z o~
cwe: "CWE-359"
technical_impact: "2l il JalS (a5

business_impact: "<\Slgil GDPR/CCPA, Masadat il e

missing_authorization:
endpoints: ["/wp-json/wp/v2/users", "/api/user-data"]
authentication_required: false
authorization_checks: false

privilege_escalation_risk:
horizontal: ""Ses
vertical: " Sas
session_management: ""'uea

A Aalaal

// ool 4585 WordPress REST AP/
class RestAPISecurityHardening {
public function __construct() {
add_filter('rest_authentication_errors', [$this, 'restrict_rest_api']);
add_filter('rest_pre_dispatch’, [$this, 'validate_rest_request'], 10, 3);
}

public function restrict_rest_api($result) {
if (lis_user_logged_in() && !$this->is_allowed_endpoint()) {
return new WP_Error(
'rest_not_logged_in',
L a0 Jae e il
array('status' =>401)
);
}

return $result;

}

private function is_allowed_endpoint() {
$allowed_endpoints = [
'/wp/v2/posts’,
'/wp/v2/pages',
'/wp/v2/media’
I

$current_route = $GLOBALS['wp']->query_vars['rest_route'] 77 ";

foreach ($allowed_endpoints as $endpoint) {
if (strpos($current_route, $endpoint) === 0) {
return true;
}
}



return false;

}

public function validate_rest_request($result, $server, $request) {
$route = $request->get_route();

// bl paniiveall Dlgi Llii cuns
if (preg_match('/\/wp\/v2\/users/', $route)) {
if (lcurrent_user_can('list_users") {
return new WP_Error(
'rest_forbidden’,
LA sal 108 (I J g sl Aa s el
array('status' => 403)
)
}
}

return $result;
}
}

new RestAPISecurityHardening();

eSS 4l jiul DevSecOps
oY) cuid Ja CI/CD

o il ks GitLab CI:

# .gitlab-ci.yml - Jeld plel csnlil b

stages:
- security-scan
- build
- security-test
- deploy
- post-deploy-security

variables:
DOCKER_DRIVER: overlay2
SECURE_ANALYZERS_PREFIX: "registry.gitlab.com/gitlab-org/security-products/analyzers"

# e asell A o
sast:
stage: security-scan
image: $SECURE_ANALYZERS_PREFIX/semgrep:latest
script:
- semgrep --config=auto --json --output=sast-report.json .



artifacts:
reports:
sast: sast-report.json
paths:
- sast-report.json
expire_in: 1 week
only:
- main
- merge_requests

dependency_scanning:
stage: security-scan
image: $SECURE_ANALYZERS_PREFIX/gemnasium:latest
script:
- gemnasium-dependency_scanning
artifacts:
reports:
dependency_scanning: dependency-scanning-report.json
expire_in: 1 week
only:
- main
- merge_requests

secret_detection:
stage: security-scan
image: $SECURE_ANALYZERS_PREFIX/secrets:latest
script:
- secrets-analyzer
artifacts:
reports:
secret_detection: secret-detection-report.json
expire_in: 1 week
only:
- main
- merge_requests

# LeiaY) L5850 o o Ll A s
build_secure:
stage: build
image: docker:latest
services:
- docker:dind
before_script:
- docker login -u $CI_REGISTRY_USER -p $CI_REGISTRY_PASSWORD $CI_REGISTRY
script:
# ia¥) sall g £ Lid
- docker build --target security-scan -t $CI_REGISTRY_IMAGE/security-
scan:$CI_COMMIT_SHA .



- docker run --rm -v $(pwd):/workspace $CI_REGISTRY_IMAGE/security-
scan:$Cl_ COMMIT_SHA

# by s ) pa el

- docker build -t $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA .

- docker push $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA
only:

- main

# Y LR Y] Al s
zap_baseline:
stage: security-test
image: owasp/zap2docker-stable:latest
script:
- mkdir -p /zap/wrk
- zap-baseline.py -t $TEST_URL -r zap-baseline-report.html -x zap-baseline-report.xml
artifacts:
reports:
junit: zap-baseline-report.xml
paths:
- zap-baseline-report.htm|
expire_in: 1 week
allow _failure: true
only:
- main

security_headers_test:
stage: security-test
image: alpine:latest
before_script:
- apk add --no-cache curl jq
script:
- |
# O (s sl
HEADERS_RESPONSE=$(curl -s -1 $TEST_URL)

# Asthaall (g5l pasd
echo "3 gkl Guss, sl $TEST _URL"

# X-Content-Type-Options

if echo "$HEADERS_RESPONSE" | grep -qi "x-content-type-options: nosniff"; then
echo" X-Content-Type-Options: "z

else
echo "x X-Content-Type-Options: "J4s
exit 1

fi

# X-Frame-Options



if echo "$HEADERS_RESPONSE" | grep -qi "x-frame-options: deny"; then
echo" X-Frame-Options: "z

else
echo "x X-Frame-Options: "J:
exit 1

fi

# Strict-Transport-Security

if echo "$HEADERS_RESPONSE" | grep -qi "strict-transport-security"; then
echo" Strict-Transport-Security: "z

else
echo "x Strict-Transport-Security: "Jis
exit 1

fi

# Content-Security-Policy

if echo "$HEADERS_RESPONSE" | grep -gi "content-security-policy"; then
echo" Content-Security-Policy: "z

else
echo "x Content-Security-Policy: "Jas
exit 1

fi

echo ""IgwY) (s, AN auea i
only:
- main

# ¥ Ginl ga il
deploy_production:
stage: deploy
image: alpine:latest
before_script:
- apk add --no-cache openssh-client rsync
- eval $(ssh-agent -s)
- echo "$SSH_PRIVATE_KEY" | tr -d "\r' | ssh-add -
- mkdir -p ~/.ssh
- chmod 700 ~/.ssh
- ssh-keyscan $DEPLOY_HOST >> ~/.ssh/known_hosts
script:
- rsync -avz --delete ./ $DEPLOY_USER@$DEPLOY_HOST:$DEPLOY_PATH/

# L) s o5
- ssh $DEPLOY_USER@$DEPLOY_HOST "cd $DEPLOY_PATH
&& ./scripts/apply_security_config.sh"

# Claasl S sale )
- ssh $DEPLOY_USER@$DEPLOY_HOST "sudo systemctl reload apache2 || sudo



systemctl reload nginx"
only:
- main
when: manual

# il 22y iaY) GEail
post_deploy_security_check:
stage: post-deploy-security
image: python:3.9-alpine
before_script:
- pip install requests beautifulsoup4
script:
- python3 scripts/security_validator.py $PRODUCTION_URL
artifacts:
paths:
- security_validation_report.json
expire_in: 1 week
only:
- main

daay) 948 Hd) A
oY) 48,0 ELK Stack

us e lé Elasticsearch:

{
"index_patterns": ["security-logs-*"],
"template": {
"settings": {
"number_of_shards": 1,
"number_of_replicas": 1,
"index.lifecycle.name": "security-logs-policy",
"index.lifecycle.rollover_alias": "security-logs"
}
"mappings": {
"properties": {
"@timestamp": {
"type": "date"
}
"event_type": {
"type": "keyword"

b

"severity": {
"type": "keyword"

b

"source_ip": {
"type": "ip"



h
"user_agent": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",
"ignore_above™: 256
}
}
h
"request_uri": {
"type": "keyword"
h
"response_code": {
"type": "integer"
h
"attack_type": {
"type": "keyword"

h

"blocked": {
"type": "boolean"

}

"geolocation": {
"type": "geo_point"

okl 01 5$5 Logstash:

# logstash-security.conf
input {
file {
path =>"/var/log/apache2/access.log"
type => "apache_access"
start_position => "beginning"

}

file {
path =>"/var/log/apache2/error.log"
type => "apache_error"
start_position => "beginning"

}

file {
path =>"/var/www/html/wp-content/security.log"
type => "wordpress_security"



start_position => "beginning"

}
}
filter {
if [type] == "apache_access" {
grok {
match => {
"message" =>"%{COMBINEDAPACHELOG}"
}
}

# da suiall Llaiy! Gliis)
if [request] =~
/(\.\./|<script|javascript:| eval\(|union.*select|drop.*table | insert.*into | update.*set | delete
Ffrom)/i {
mutate {
add_tag => ["suspicious_request", "potential_attack"]
add_field => { "attack_type" => "injection_attempt" }
add_field => { "severity" => "high" }
}
}

# &Y slae Giliis) XSS
if [request] =~ /(<script|javascript: |onload=|onerror=| onclick=)/i {
mutate {
add_tag => ["xss_attempt"]
add_field => { "attack_type" => "xss" }
add_field => { "severity" => "high" }
}
}

# Clalad lia) Cilis)
if [request] =~ /(\.\./|\.\\\| %2e%2e%2f| %2e%2e\\)/i {
mutate {
add_tag => ["directory_traversal"]
add_field => { "attack_type" => "path_traversal" }
add_field => { "severity" => "medium" }
}
}

# easall & sl il
if [response] == "404" {
mutate {
add_tag => ["not_found"]
}
}



# ¢ A GeolP

geoip {
source => "clientip"
target => "geoip"

}
mutate {

convert => { "response" => "integer" }
}

# e el Al
date {
match => [ "timestamp", "dd/MMM/yyyy:HH:mm:ss Z" ]
}
}
}

output {
elasticsearch {
hosts => ["localhost:9200"]
index => "security-logs-%{+YYYY.MM.dd}"
}

# s shall Alle oY) Juey Slack
if [severity] == "high" {
http {
url =>"${SLACK_WEBHOOK_URL}"
http_method => "post"
format => "json"
mapping => {
"text" => " L) &l 4w %{attack_type} ¢ %{source_ip} - %{request}"
}
}
}
}

Gl gall L) Alaiud)
& Ul a5yl & Python:

#l/usr/bin/env python3

Laia¥) ol pall LY Lulain) oL
l_ul_qi: Clamgill Cuniig d(.ay/ Ol il

i

import json
import time



import requests

import subprocess

from datetime import datetime, timedelta

from elasticsearch import Elasticsearch

import smtplib

from email.mime.text import MimeText

from email.mime.multipart import MimeMultipart

class SecuritylncidentResponder:
def __init_ (self, config_file='security_config.json’):
with open(config_file, 'r', encoding='utf-8') as f:
self.config = json.load(f)

self.es = Elasticsearch([self.config['elasticsearch']['host']])
self.blocked_ips = set()

def monitor_security_events(self):
i ol N1 CoanY 5 paise ) s
while True:
try:
# G5 Al 95 kil Llle Candl jasd
query ={
"query": {
"bool": {
"must": [
{"term": {"severity": "high"}},
{"range": {"@timestamp": {"gte": "now-5m"}}}
]
}
b
"sort"; [{"@timestamp": {"order"; "desc"}}]

}

response = self.es.search(
index="security-logs-*",
body=query,
Size=100

)

for hit in response['hits']['hits']:
self.process_security_event(hit['_source'])

time.sleep(60) # 4ié S and
except Exception as e:

print(f'oled) caal 48 5 i Uad: {e}")
time.sleep(60)



def process_security_event(self, event):
gy s6lf Ll Coloaf dadles
source_ip = event.get('source_ip")
attack_type = event.get('attack_type')
severity = event.get('severity')

print(f' i cos sl {attack_type} o« {source_ip}")

# cans [P 5 Siall Clasgll ALl
if self.should_block_ip(source_ip, attack_type):
self.block_ip(source_ip, attack_type)

# ol SfaaSU & jladd] Jluw
if severity == 'high":
self.send_security_alert(event)

self.log_incident(event)

def should_block_ip(self, ip, attack_type):
INIII‘h"‘AA \b_I’A:IJZS /_"/ LA _‘:’.‘Aj /PIIIHI

if ip in self.blocked_ips:
return False

# dualal deludl 8 Cleagll ) S5 and
query ={
"query": {
"bool": {
"must"; [
{"term": {"source_ip": ip}},
{"terms": {"tags": ["potential_attack", "suspicious_request"]}},
{"range": {"@timestamp": {"gte": "now-1h"}}}
]
}
}
}

response = self.es.count(index="security-logs-*", body=query)
attack_count = response['count’]

#@z,w/a;cu/ggw5szuz5/;/#
return attack_count >=5

def block_ip(self, ip, attack_type):
" sie caaa [P LAl
try:
# J 4ilal jptables
subprocess.run([



'sudo’, 'iptables', "-A', 'INPUT’,
l_sl, ip, l_jl, IDROPI
], check=True)

# w5l 23 cian daild ) dilsf
self.add_to_web_server_block_list(ip)

self.blocked_ips.add(ip)
print(f"—== = |P {ip} —= {attack_type}")

#emsll el af Ja
self.log_ip_block(ip, attack_type)

except subprocess.CalledProcessError as e:
print(f'—ss .2 s 1P {ip}: {e}")

def send_security_alert(self, event):
it o8 Cilg i S
# _lxdl Slack
self.send_slack_alert(event)

# s ASIY) 3l led)
self.send_email_alert(event)

def send_slack_alert(self, event):
HHIIJ[/ %Q-EJLAJJ/ S/aCkHIHI
webhook_url = self.config['notifications']['slack_webhook']

message = {
"teXt"I fu ,"L,s‘.““‘ ‘U_u.a
"attachments™: [
{

"color": "danger",
"fields": [
{
"title": ","asned g 5
"value": event.get('attack_type’, (‘s e
"short": True

"title": "IP ," Lyl
"value": event.get('source_ip', ",('Gsome s
"short": True

utitleu: u’ll‘.dH‘
"value": event.get('request’, ',(' isie &



"short": False

"title": ","4._.?.‘“}3\ @u\
"value": event.get('@timestamp’, ',("Gsome s
"short": True

try:

requests.post(webhook_url, json=message, timeout=10)
except Exception as e:

print(f'4ws Jie ) & Uss Slack: {e}")

if _name__=="_ main_"
# JGal o sSi Cals
config ={
"elasticsearch": {
"host": "localhost:9200"
b
"notifications": {
"slack_webhook": "https://hooks.slack.com/services/YOUR/SLACK/WEBHOOK",

"email": {
"host": "smtp.gmail.com",
"port": 587,

"username": "security@example.com",
"password"; "your-password",
"from": "security@example.com"”,
"to": "admin@example.com”
}
}
}

# Cp oSl Lia
with open('security_config.json', 'w', encoding="utf-8') as f:
json.dump(config, f, indent=2, ensure_ascii=False)

# A jall e
responder = SecuritylncidentResponder()
responder.monitor_security_events()
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