OT4YeT 0 COOTBETCTBUM CTaHAApPTaM 6e30MacHOCTU:
TexHn4yecKni aHanms camta example.com

Benymuii cienuanict no nHGOPMAIMOHHON 0€301aCHOCTH

2025-12-31

AHHOTaUUA

Hacrosmuii TeXHUYeCKHi OTYET MPEICTABIISICT ACTAIBHBINA aHAIM3 COOTBETCTBHS BeO-pecypca
https://example.com TpeOOBaHUAM POCCUNCKHUX U MEXyHAPOAHbBIX CTAHIaPTOB
nH(OpMaIMOHHOK 0€30MacHOCTU. AHAIU3 BHITIOJHEH HA OCHOBE aBTOMATH3UPOBAHHOTO
CKaHUpOBaHUA O6e3omacHocTH ¢ ucnonb3oBanneM OWASP ZAP 2.17.0 ot Checkmarx,
npoBeaeHHoro 30 nekadbps 2025 roxa.

A KPUTUYECKOE ITPEAYIIPEXXIEHUE: O6HapyskeHa yTeuka IepCOHAIBHBIX
nansbix (PII) - TpeOyercst HeMenIeHHOe TEXHUYECKOE BMEIIATEILCTBO!

KimoueBrie TEXHUYECKHE HAXOIKH:

* 29 ya3BUMOCTEH pa3IMYHOIO YPOBHS KPUTUUHOCTH
+  Kpurmaeckas ys3BuMOCTh yTeukt PII ¢ BBICOKMM ypOBHEM 10CTOBEPHOCTHU
+  OrcyrcTBHE 6230BBIX MEXaHHU3MOB 3aIIUTHI BEO-TIPUI0KEHUS

+  HecootBerctBue ocHOBHBIM TpeboBaHusiM ['OCT P 57580.1-2017 u cranzapToB
OCTOK

Copep)xaHue

1. Merononorusa TEXHUYECKOTO aHaIU3a
APXUTEKTYPHBIA aHAJIU3 CUCTEMBbI
JleTanbHbIN aHATU3 YSI3BUMOCTEN
CooTBeTCTBHE POCCUMCKUM CTaHAapTaM
CoOOTBETCTBHE MEXKITYHAPOIHBIM CTaHIapTaM
TexHUYeCcKul 11aH yCTPaHEHUs

NoTkwN

PexomeHnaiuu 1o apxuTekType

MeToaonorna TexHH4eCKoro aHaamsa

MapameTpbl CKAHMPOBAHUA

HNHCcTpyMeHTapHit:

«  Ckamep: OWASP ZAP 2.17.0 (Zed Attack Proxy) [1]
«  JIBmxok: Checkmarx Security Engine

«  HMara/Bpems: 30 gexabps 2025, 19:00:53 UTC+3

«  IleneBoii pecype: https://example.com


https://example.com
https://example.com

OxBar ckarupoBaHus: 290 KOHEUHBIX TOYECK
I'my6una anami3a: [TonHoe ckaHMpOBaHUE BCEX JIOCTYIHBIX KOHTEKCTOB

Konduryparmmus ckanepa:

scan_policy:
contexts: all_included
risk_levels: [high, medium, low, informational]
confidence_levels: [user_confirmed, high, medium, low]
excluded_confidence: [false_positive]
passive_scanners: enabled
active_scanners: enabled
spider_configuration:
max_depth: unlimited
max_children: 10

CraTMCTUKa pe3ynbTaTtoB

YpoBeHsb pucka KomnuectBo IIpouneHT VYpoBeHb JOCTOBEPHOCTH
Bricoxuit 1 3.4% Boicokuit
@ Cpennmii 3 10.3% Bricokuii /Cpennuii
Huskwuii 4 13.8% Bricokuii/Cpennuii /Huzkumii
i Madpopmammonneir 21 72.4%  Cpenuuii/Huskuit
Hroro 29 100% -

NMponssoauTeIbHOCTb CKAHUPOBaHUS

MeTpHKH IIpOU3BOAUTEIIBHOCTH:

Memerasie orBeTsl: 100% (mpeBbIeH MOpor)
HTTP 2xx otBeThl: 43%

HTTP 3xx otBeTh: 37%

HTTP 4xx otBersl: 19% (mpeBbIIeH HU3KHIA TIOPOT)
Ommuoku ZAP: 1 B morax

IIpenynpexnenus ZAP: 268 B norax

ApPXUTEKTYPHbIA aHa/IN3 CUCTEMBI

TexHONOrM4yecKnm cTek

CepBepHas HHPpaCTpyKTypa:

Cloudflare CDN |

|

| Browser Insights ||
| HTTP/3 Support | |
|




|
v |
LiteSpeed Web Server |

LiteSpeed Cache | |
HSTS Partial Support | |

|
A\ |
PHP Runtime |

WordPress CMS | |
|- Block Editor | |

- Blocksy Theme | |
L Stackable Plugin | |

Bueniavie 3aBHCHUMOCTH:

+  Google Font API: 3arpy3ka Be6-1pudToB

«  Gravatar: CepBuc aBaTapoB I0Jb30BaTeNIEH

«  Priority Hints: Ontumu3zanusi 3arpy3Ku pecypcoB
. RSS: Cugaukanmsa KOHTEHTA

AHanun3 ceTeBOI apXUTEKTYPbI

IIpoTOKOIIEI ¥ 3aTOJIOBKH:

# [opaep>XxmnBaemMble NPOTOKObI

HTTP/1.1: v TloaaepxvBaeTca

HTTP/2: v NoaaepxvsBaeTcs

HTTP/3: v Noaaepxmnsaetca (4epes Cloudflare)

# AHanu3 3aronoBkKOB 6e30MacHoOCTN
Strict-Transport-Security: x OTcyTcTByeT/HeKoppeKkTeH
Content-Security-Policy: x OTcyTcTByeT

X-Frame-Options: x OTcyTCcTBYET

X-Content-Type-Options: x OTcyTcTByeT
Subresource-Integrity: X OTcyTCTBYeT AN BHELLUHNX PecypcoB

JleTanbHbIM aHaNU3 YA3BUMOCTEN

Kputnueckue yassumocTtu (BbicoKuii puck)
CVE-NMopo6Has ya3BMMOCTb: YTeUYKa NepcoHa/IbHbIX JaHHbIX

Knaccuduxamua: CWE-359 (Exposure of Private Information) | WASC-13 | JlocToBEpHOCTb:
Bricokas



Texamgeckoe omMcaHue:

Vulnerability Type: Information Disclosure - Pll
Attack Vector: Direct Access

Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Changed

Confidentiality Impact: High

Integrity Impact: None

Availability Impact: None

Jeramm oOGHapyXeHus:

«  Mecromomnoxenue: MHOKECTBEHHbIE KOHEUHbBIE TOUKU

«  Tumn gannex: [lepconanbnas nHpopManys N0Ib30BaATENEH

«  Merog nocryma: [Ipsmoit HTTP-3anpoc 6e3 ayreHTHUKaIuN

«  ®opmar yreuxn: CTpyKTypupOBaHHBIE JaHHBIE B OTBETE CEpBEpa

Texamdgeckoe BO3IEHCTBHUE:

# MpyMmep noTeHUyMasbHOro BO34ecTBus
impact_assessment = {
"data_classification": "MNepcoHanbHble gaHHble (MAH)",
"regulatory_framework": ["'152-®3", "GDPR", "CCPA"],
"potential_fine": "o 6% oT o6opoTa (152-®3)",
"notification_requirement": "72 vaca (GDPR)",
"technical_risk": "Kputnuecknin"

}

YA3BUMOCTU CpeHEro pucka

1. OtcyrctBue Subresource Integrity (SRI)
CWE-345 | WASC-15 | KomuuecTBo: 5 3K3eMILLIPOB
Texaugeckue AeTaNN:

<I-- YasBumble pecypcoi 6e3 SRl -->
<link href="https://fonts.googleapis.com/css2?family=Roboto" rel="stylesheet">
<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.6.0/jquery.min.js"></script>

<Il-- PekomeHgyemoe vcripassieHve -->
<link href="https://fonts.googleapis.com/css2?family=Roboto"
rel="stylesheet"
integrity="sha384-[hash]"
crossorigin="anonymous">
<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.6.0/jquery.min.js"
integrity="sha384-[hash]"
crossorigin="anonymous"></script>

BekTopsr aTak:



«  Supply Chain Attack: Komnpomeranust CDN
+  Man-in-the-Middle: [Togmena pecypcoB B TpaH3UTE
- DNS Hijacking: [lepenanpasiieHre Ha BpeIOHOCHBIE PECYPCHI

2. OtcytcTBue Content Security Policy (CSP)
CWE-693 | WASC-15 | KomuuecTBo: 5 3K3eMILLIPOB
Pexomennyemas xonpurypamms CSP:

Content-Security-Policy:
default-src 'self’;
script-src 'self' 'unsafe-inline'
https://cdnjs.cloudflare.com
https://fonts.googleapis.com;
style-src 'self' 'unsafe-inline’
https://fonts.googleapis.com;
img-src 'self' data: https:
https://secure.gravatar.com;
font-src 'self’
https://fonts.gstatic.com;
connect-src 'self';
frame-ancestors 'none’;
base-uri 'self';
form-action 'self';
upgrade-insecure-requests;

3. OtcytcTBMe 3awuThbl oT Clickjacking
CWE-1021 | WASC-15 | KonmaecTBo: 5 3K3eMILIIPOB
TexHUYECKre pENICHUS:

# BapuaHT 1: X-Frame-Options (ycTapeBLUMiA, HO COBMECTUMBbI)
X-Frame-Options: DENY

# BapuaHT 2: CSP frame-ancestors (COBpeMeHHbI)
Content-Security-Policy: frame-ancestors 'none’;

# BapnaHT 3: KOMOMHMPOBAaHHbIV MOAXOS,
X-Frame-Options: DENY
Content-Security-Policy: frame-ancestors 'none’;

YA3BMMOCTU HU3KOIO pUCKa
1. Mpo6aembl KoHOUrypauum HSTS

CWE-319 | KomigecTBo: 6 3K3eMILIAPOB

Tekymee cocrosHUE:



# O6Hapy>xeHHble Npobaembl
Strict-Transport-Security: otcytcTByeT (1 3k3eMnaap)
Strict-Transport-Security: HekoppeKkTHas KOHPUrypaums (5 sk3emMnasapos)

Pexomenryemas KoHQUTyparus:

# ba3oBas KOHPUrypaumns
Strict-Transport-Security: max-age=31536000; includeSubDomains

# PacwumpeHHas koHdurypauyus c preload
Strict-Transport-Security: max-age=63072000; includeSubDomains; preload

Kongwuryparms 1yis pa3nugHEIX Be0-CEpBEPOB:
Apache:

# B .htaccess v BUPTYa/lbHOM XOCTe
Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains;
preload"

Nginx:

# B 6noke server
add_header Strict-Transport-Security "max-age=31536000; includeSubDomains; preload"
always;

LiteSpeed:

# B .htaccess
Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains;
preload"

2. OtcytcTBMe X-Content-Type-Options
CWE-693 | WASC-15

TexHaMYECKOE peHICHHE:
X-Content-Type-Options: nosniff
Peanmmzanus:

# Apache
Header always set X-Content-Type-Options "nosniff"

# Nginx

add_header X-Content-Type-Options "nosniff" always;
3. YTeyka Unix timestamp

CWE-497 | WASC-13 | KomuuecTBo: 4 3K3eMILIspa
AHan3 yTeuKku:

«  Hcrognmxu: HTTP-3aronosky, JavaScript, HTML-kommeHnTapuu
. HudopmanmoHHas EHHOCT: Bpems co31aHust KOHTEHTA, BEpCHH (ailiioB



. PeKOMe}IlIaIIPIPIZ HOpMaHI/IBaI_[I/ISI BPEMCHHBIX MCTOK, YAAaJICHUC OTJIaAOYHOM I/IH(I)OpMaI_II/II/I

CooTBeTCcTBME POCCUNCKUM CTaHAApTaM

FOCT P 57580.1-2017 "Be3onacHocTb $UHaAHCOBbIX (6aHKOBCKUX) onepauuit”
Paspen 6.2 "3awura nuoopmauum npu nepepaye”
Tpe6oBanue 6.2.1: Vcrionb30BaHHE KPpUNITOTPahUIECKUX TPOTOKOJIOB

. YactuaHo BemoaHeHo: HTTPS peannzoan
+ X He BemomaeHO: OTCYTCTBYET NPUHYIUTEIBHOE IIEPEHAIIPABICHUE
« X He BemomaeHo: HexoppexTHas konpuryparms HSTS

TpeboBanue 6.2.2: KOHTpOJb 1IETTOCTHOCTH MepeaBacMbIX JaHHBIX

« X He Bemomreno: OtcyrctByeT SRI 11 BHEIIHUX pecypcoB
« X He BemomaeHo: OtcyrctByeT CSP 11 KOHTpOJIA 3arpyKaeMoro KOHTEHTa

Paspen 6.3 "3awmra oT HeCaHKLMOHUPOBAHHOro gocryna"
TpeboBarue 6.3.1: Kontposs goctyna Kk HHGopMauu

« X KPUTUYECKOE HAPYIIEHME: OGHapyxeHa yTeuka IepCOHATBHBIX TaHHBIX
+ X He BemomHeHO: OTCYTCTBYIOT MEXaHU3MBI KOHTPOJIS JIOCTyTIA

Tpeb6oBaHna ®CTIK Poccumn

Mpukas ®CTIK N217 "O6 yrBep)kaeHuun TpeboBaHuit No obecnevyeHuto 6e3o0nacHoCcTU
3HaYMMbIX 06bekToB KMN"

ITyskT 15: Obecnieuenue 6€30MaCHOCTH BeO-TIPUITOKEHUH

+ X He BemomHeHO: OTCYTCTBYIOT 6a30BbI€ 3ar0JI0OBKH O€30I1aCHOCTH
+ X He BemomHeHO: He peanu3oBaHa 3a1ura OT OCHOBHBIX BE0-yIpo3

ITyaxT 23: MOHUTOPUHT 6€30MMACHOCTH

+ X He BemonseHo: OTCYTCTBYIOT CUCTEMBI MOHUTOPHUHIA OE€30IIaCHOCTH
« X He BemonseHo: He peann3oBaHo )XypHaIUpOBaHUE COOBITHI 6€30MaCHOCTH

CraHpaptbl baHka Poccum
MonoxxeHne baHka Poccun N2716-1
Paznen 2.1: TpeboBanus K 3anuTe HHPOPMAITHH

« X Kpurngeckoe HapymeHue: Y Teuka IepcOHaIbHBIX JaHHBIX
« X Hapymenne: OtcyTcTBrE 0a30BBIX MEXaHHU3MOB 3aIIUTHI

Paznen 2.3: TpeGoBaHus K MOHUTOPHHTY

« X Hapymenme: OTcyTCTBHE CUCTEM OOHAPYKEHUS MHIIUJECHTOB
. X HapymieHue: OTcyTCcTBHE IPOLEAYP PEarupoOBaHus Ha MHIUIECHTHI



CooTBeTCcTBME MEXAYHAapPOoAHbIM CTaHAApPTaM

OWASP Top 10 2021
A01:2021 - Broken Access Control
Craryc: x KPUTUYECKOE HECOOTBETCTBHE

Texaudyeckne HapyIICHA:

violations:
- type: "PIl Disclosure"
severity: "Critical"
cwe: "CWE-359"
description: "lMpsaMoi 40CTyn K NepcoHaNbHbIM AaHHbIM 6e3 aBTopm3aymm”

- type: "Missing Access Controls"
severity: "High"
description: "OTcyTCTB/E MEXaHU3MOB KOHTPOJIA A0CTyna"

A05:2021 - Security Misconfiguration
Craryc: x KPUTUUECKOE HECOOTBETCTBHE
JleranbHEL aHAN3 KOHQUTYpaLnn:

security_headers:
content_security_policy:
status: "missing"
instances: 5
impact: "XSS, injection attacks"

x_frame_options:
status: "missing"
instances: 5
impact: "Clickjacking attacks"

strict_transport_security:
status: "misconfigured"”
instances: 6
impact: "MITM attacks"

x_content_type_options:
status: "missing"
instances: 1
impact: "MIME sniffing attacks"

A08:2021 - Software and Data Integrity Failures
Craryc: X HECOOTBETCTBHUE

Anamm3 IIEJIOCTHOCTH:



subresource_integrity:
google_fonts:
status: "missing"
risk: "Supply chain attack"

external_scripts:
status: "missing"
risk: "Code injection"

cdn_resources:
status: "missing"
risk: "Resource tampering"

NIST Cybersecurity Framework 2.0
PROTECT (PR) - ®yHKUMA 3aLMUTbI

PR.DS-01: 3amura qaHHBIX B [IOKOE

« X Kpurugeckwuii c6oii: OOHapyxeHa yTeuka PII
«  Texangeckas onenka: 0% cooTBeTCTBUS

PR.DS-02: 3amura naHHbIX NpyU epeaaye

« A Yactuanoe cootBerctBue: HTTPS peanusosan, Ho HSTS HekoppekTen
. Texangeckas onenka: 30% cooTBETCTBUSA

PR.PT-01: AynuT u )KxypHaJIupoBaHue

. X OrcyrcTBYeT: HeT TaHHBIX 0 cUCTeMaXx ayIuTa
. Texamaeckas onenka: 0% coorBeTCTBUI

TexHun4ecKkuit NnaH ycTpaHeHus

da3a 1: Kputnueckue ucnpasnenus (0-72 yaca)
Yac 0-24: YcTrpaHeHue yteuku Pll

[Iar 1: Hemegnennas 6mokupoBka (0-4 gaca)

# BpemeHHas 6710kMpoBKa 4OCTYra K Ysi3BUMbIM SHAMOMHTAM
# Apache .htaccess
<LocationMatch "/vulnerable-endpoint">
Require all denied
</LocationMatch>

# Nginx

location ~* /vulnerable-endpoint {
deny all;
return 403;



# MpoBepka 6710KkNpoBKu
curl - https://example.com/vulnerable-endpoint
# Oxugaemsbivi pe3yabtar: HTTP/1.1 403 Forbidden

[lar 2: Asanus u ucnpasienne koaa (4-24 gaca)

// Mpumep ncripasneHusi B WordPress

// bbisio (ysa3B1MoO):

function get_user_data() {
global $wpdb;
$users = $wpdb->get_results("SELECT * FROM wp_users");
return $users; // Bo3BpaLyaet Bce JaHHbIE BK/IHOYAS Maposv

}

// Crano (6e3oracHo):
function get_user_data() {
global $wpdb;
$users = $wpdb->get_results(
"SELECT ID, user_login, user_email, display_name
FROM wp_users
WHERE user_status = 0"
),

// [ornoNHNTeIbHas QuibTpayms

foreach ($users as &$user) {
unset($user->user_pass);
unset($user->user_activation_key);

}

return $users;

}
Yac 24-48: basoBble 3arosioBku 6e3onacHocTu
Kondurypamus Apache (.htaccess):

# 3aros0Bku 6€30rnacHocTu

Header always set X-Content-Type-Options "nosniff"
Header always set X-Frame-Options "DENY"

Header always set X-XSS-Protection "1; mode=block"

Header always set Referrer-Policy "strict-origin-when-cross-origin"
Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains;

preload"

# Content Security Policy

Header always set Content-Security-Policy "default-src 'self'; script-src 'self' 'unsafe-inline’
https://cdnjs.cloudflare.com https://fonts.googleapis.com; style-src 'self' 'unsafe-inline’
https://fonts.googleapis.com; img-src 'self' data: https: https://secure.gravatar.com; font-src
'self' https://fonts.gstatic.com; connect-src 'self'; frame-ancestors 'none'; base-uri 'self’;

form-action 'self"



Konduryparmus Nginx:

# B 6noke server

add_header X-Content-Type-Options "nosniff" always;

add_header X-Frame-Options "DENY" always;

add_header X-XSS-Protection "1; mode=block" always;

add_header Referrer-Policy "strict-origin-when-cross-origin" always;

add_header Strict-Transport-Security "max-age=31536000; includeSubDomains; preload"
always;

add_header Content-Security-Policy "default-src 'self'; script-src 'self' 'unsafe-inline'
https://cdnjs.cloudflare.com https://fonts.googleapis.com; style-src 'self' 'unsafe-inline'
https://fonts.googleapis.com; img-src 'self' data: https: https://secure.gravatar.com; font-src
'self' https://fonts.gstatic.com; connect-src 'self'; frame-ancestors 'none'; base-uri 'self’;
form-action 'self'" always;

Yac 48-72: Nposepka 1 Banangauus

CKxpunT aBTOMaTHYECKON IIPOBEPKH:

#l/bin/bash
# security_check.sh

URL="https://example.com"
HEADERS=(
"X-Content-Type-Options"
"X-Frame-Options"
"Strict-Transport-Security"
"Content-Security-Policy"
)

echo "===NpoBepKa 3aros0BKOB 6e3onacHocTn ==="
for header in "${HEADERS[@]}"; do
result=$(curl -s -I "$URL" | grep -i "$header")
if [ -n "$result" ]; then
echo" $header: $result"
else
echo "x $header: OTCYTCTBYET"
fi
done

echo -e "\n===lpoBepka yTeuku Pl ==="
# lNpoBepka paHee ya3BUMbIX SHAMONHTOB
vulnerable_endpoints=(

"/wp-json/wp/v2/users"

"/api/users"

"/user-data"

)

for endpoint in "${vulnerable_endpoints[@]}"; do
status=$(curl -s -o /dev/null -w "%{http_code}" "$URL$endpoint")



if [ "$status" ="403"] || [ "$status" = "404" ]; then
echo" $endpoint: 3abnokvposaH ($status)"
else
echo "x $endpoint: joctyrneH ($status) - TPEBYET BHVIMAHA"
fi
done

da3a 2: CpegHue ucnpasnenus (3-14 aHein)
Hepens 1: Subresource Integrity

Asromarn3apoBaHHOe Jo6aBierne SRI:

#l/usr/bin/env python3
# add_sri.py - CkpunT 4715 406aB/1eHUS SRI K BHELLIHUM pecypcam

import hashlib

import base64

import requests

import re

from bs4 import BeautifulSoup

def calculate_sri_hash(url):
"""Bbluncafer SRl xeLu 4715 pecypca
try:
response = requests.get(url)
content = response.content

mirn

# Bbruncigem SHA384 xeLu
hash_sha384 = hashlib.sha384(content).digest()
sri_hash = base64.b64encode(hash_sha384).decode()

return f'sha384-{sri_hash}"

except Exception as e:
print(f"Owwn6bka npw nonyyeHunn {url}: {e}")
return None

def add_sri_to_html(html_content):
"""flobassisieT SRI k BHeLLHUM pecypcam B HTML™"
soup = BeautifulSoup(html_content, 'html.parser’)

# O6paboTka script Teros
for script in soup.find_all('script’, src=True):
src = script['src']
if src.startswith('http') and 'integrity’ not in script.attrs:
sri_hash = calculate_sri_hash(src)
if sri_hash:
script['integrity'] = sri_hash
script['crossorigin'l = 'anonymous'
print(f"JobasneH SRI ana script: {src}")



# O6paboTka link Teros (CSS)
for link in soup.find_all('link’, href=True):
href = link['href']
if href.startswith('http’) and 'integrity’ not in link.attrs:
sri_hash = calculate_sri_hash(href)
if sri_hash:
link['integrity'] = sri_hash
link['crossorigin'] = 'anonymous'
print(f"JobasneH SRI ana link: {href}")

return str(soup)

# [Npymep 1cro/1b30BaHVIA
if _name__ ==" main_":

# HYutaem HTML gavin

with open('index.html’, 'r', encoding='utf-8') as f:

html = f.read()

# /flobasnisiem SR/
updated_html = add_sri_to_htmli(html)

# CoxpaHsieM 06HOB/IeHHbIV Gavis
with open('index_with_sri.ntml', 'w', encoding='utf-8') as f:
f.write(updated_html)

print("SRI go6asneH ycrewHo!")
Hepensa 2: PacunpeHHas KoHurypauus CSP
Iloatamnroe BHeaperne CSP:
Oram 1: Report-Only pexxum
Content-Security-Policy-Report-Only: default-src 'self'; report-uri /csp-report
Dramn 2: ba3zoBas MOJIHTHKA

Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline’

Oran 3: Ctporas moJINTHKA

Content-Security-Policy:
default-src 'self’;
script-src 'self' 'nonce-{random};
style-src 'self' 'nonce-{random}’;
img-src 'self' data: https:;
font-src 'self' https://fonts.gstatic.com;
connect-src 'self’;
frame-ancestors 'none’;
base-uri 'self’;



form-action 'self';
upgrade-insecure-requests;

PHP-ckpurT ans reiepanyy nonce:

<?php
// csp_nonce.php
function generate_csp_nonce() {
return base64_encode(random_bytes(16));

}

function get_csp_header($nonce) {
return sprintf(

"default-src 'self’; " .
"script-src 'self' 'nonce-%s"; " .
"style-src 'self' 'nonce-%s"; " .
"img-src 'self' data: https:; ".
"font-src 'self' https://fonts.gstatic.com; " .
"connect-src 'self'; " .
"frame-ancestors 'none'’; ".
"base-uri 'self'’; " .
"form-action 'self'; " .
"upgrade-insecure-requests"”,
$nonce, $nonce

// Vicrio/sib30BaHmue
$nonce = generate_csp_nonce();
header("Content-Security-Policy: " . get_csp_header($nonce));

// B HTML wvicriosnib3yem nonce

echo "<script nonce="'$nonce">console.log('be3onacHblt ckpUnT');</script>";
>

da3a 3: [loarocpoyHblie yayyweHus (15-90 gHei)
Mecsy 1: Cuctema MOHUTOPUHra

Kondurypamus ELK Stack nis MoruTOpHHTa 6€30I1aCHOCTH:
Logstash xongurypamnus:

# logstash.conf
input {
file {
path =>"/var/log/apache2/access.log"
type => "apache_access"
}
file {
path =>"/var/log/apache2/error.log"



type => "apache_error"
}
}

filter {
if [type] == "apache_access" {
grok {
match =>{ "message" => "%{COMBINEDAPACHELOG}" }
}

# O6Hapy>xeHue rofo3puTesbHbIX 3arpocoB
if [request] =~ /(\.\./| <script|javascript: | eval\(| union.*select)/i {
mutate {
add_tag => ["suspicious_request"]
add_field => { "alert_level" => "high" }
}
}

# O6Hapy xeHune CKaHNpPOBAaHMS
if [response] == "404" {
mutate {
add_tag =>["not_found"]
}
}
}
}

output {
elasticsearch {
hosts =>["localhost:9200"]
index => "security-logs-%{+YYYY.MM.dd}"
}
}

Kibana mambopa ans 6e3onacHocTH:

{
"dashboard": {

"title": "Security Monitoring Dashboard",
"panels": [
{
"title": "Suspicious Requests",
"type": "line",
"query": "tags:suspicious_request"
3
{

"title": "404 Errors (Potential Scanning)",
"type": "histogram”,
"query": "response:404"



2

{
"title": "Geographic Distribution of Attacks",
"type": "map",
"query": "alert_level:high"

}

]
}
}

Mecsuy, 2-3: ABToMaTu3aumsa 6e3onacHoOCTU
CI/CD maiimnaiiH ¢ mpoBepkaMu 0€30MaCHOCTH:
GitLab CI kougurypanus:

# .gitlab-ci.yml/
stages:
- security_scan
- deploy
- security_test

security_scan:
stage: security_scan
image: owasp/zap2docker-stable
script:
- zap-baseline.py -t $TARGET_URL -r security_report.html
artifacts:
reports:
junit: security_report.xml
paths:
- security_report.html
only:
- main

deploy:
stage: deploy
script:
- ./deploy.sh
only:
- main

security_headers_test:
stage: security_test
image: alpine:latest
before_script:
- apk add --no-cache curl
script:
- ./scripts/check_security_headers.sh $TARGET_URL



only:
- main

ABTOM&TPBPIPOB&HHBH‘;I CKpHUIIT IIPOBCPKH 3arOJIOBKOB:

#l/bin/bash
# check_security_headers.sh

URL=%1

REQUIRED_HEADERS=(
"strict-transport-security"
"content-security-policy"
"x-frame-options"
"X-content-type-options"

)

FAILED=0

echo "lNpoBepka 3aronoBkos 6e3onacHocTy Ana $URL"

for header in "${REQUIRED_HEADERS[@]}"; do
if curl -s -1 "$URL" | grep -qi "$header"; then
echo" $header: NMPVCYTCTBYET"
else
echo "x $header: OTCYTCTBYET"
FAILED=1
fi
done

if [ $FAILED -eq 1 ]; then
echo "x MNMposepka 3aronoBkoB 6e3zonacHocT NMPOBAJIEHA"
exit 1

else
echo" Bce 3aronoBku 6e30MacHOCTU HAaCTPOEHbl KOPPEKTHO"
exit0

fi

PekoMeHAaLMM No apxXUTekType

CoBpeMeHHas apXuTeKTypa 6e30nacHoOCTH

Pexomenayemas apxuTekTypa:

WAF (Cloudflare) |

| DDoS Protection + Bot Management | |
| Rate Limiting + Geo-blocking | |



|
\4 |
Load Balancer |

SSL Termination + Security Headers ||
Request Filtering + Logging | |

\4 |
Application Server |

WordPress + Security Plugins | ]
Input Validation + Output Encoding | |
Session Management + CSRF Protection | ]

|
\4 |
Database Layer |

Encrypted Storage + Access Controls | |
Query Parameterization + Audit Logging | |

PekomMmeHpayeMble TEXHONI0TUU

CucreMa MOHHTOPHHTA 6€30MaCHOCTH:

«  SIEM: ELK Stack wmu Splunk

«  Vulnerability Scanner: OpenVAS unu Nessus

+  Web Application Firewall: Cloudflare wim ModSecurity
« Intrusion Detection: Suricata wiu Snort

HHCTpyMeHTHI pa3paboTku:

«  Static Analysis: SonarQube ¢ rurarnnamMu 6€30MaCHOCTH
+ Dependency Check: OWASP Dependency-Check

«  Container Security: Trivy unu Clair

+ Infrastructure as Code: Terraform ¢ Checkov

3akaoueHue

AmnHanu3 nokasaja KpUTHYeCKHe HeIOCTaTKHU B CHcTeMe Oe30I1acHOCTH Beb-pecypca example.com.
OOHapy:KeHHas yTeuKa IepCOHAIbHBIX JAHHBIX TPeOYyeT HEMEIJICHHOTO BMEIIaTe/IbCTBA B
COOTBETCTBHUH C TPEOOBAHUSAMH POCCHICKOTO M MEXK/TyHAPOIHOTO 3aKOHOAATEIICTBA.

Kprrraeckue MeTpukm:



+  Tekymuit ypoBeHb pucKa: Kputnueckuii
CootserctBue 'OCT P 57580.1-2017: 15%
CooterctBre TpeboBanusM PCTIK: 10%
Cootsercteue OWASP Top 10: 25%

IIporuo3 yryqmeHui:

«  Ilocme ®a3nl 1: CHmxenue no () CpenHero ypoBHs pucKa

ITocne ®@a3nl 2: Jloctuykenne Huskoro ypoBHs pucka

ITocne ®Paswl 3: loctmxenue  IpremieMoro yposHs 6€300aCHOCTH

Peanuzanust npeayioxKeHHOT0 TEXHUYECKOTO IJIaHA MTO3BOJIUT IOCTUYb COOTBETCTBUSL OCHOBHBIM
TpeOOBaHUSIM POCCUNUCKHX M MEXTyHAPOIHBIX CTAHIAPTOB Oe301acHoCTy B TeueHue 90 JaHel.
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